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DISSECTED FIL

~Suname -m
1686

~$./simple.elf
Hello World!

ELF HEADER

IDENTIFY AS ANELF TYPE
SPECIFY THE ARCHITECTURE

EXECUTION INFORMATION

HEADER"™

TECHNICAL DETALS FOR
IDENTIFICATION AND EXECUTION

L

SECTIONS

CONTENTS OF THE EXECUTABLE

SIMPLEELF

SHA- 6725968 7B87B749B13FD59B0344A5890EBCADC3B

DOWNLOAD e ELF101CORKAM.COM Y

CODE

EXECUTABLE INFORMATION

DATA

INFORMATION USED BY THE CODE

SECTIONS NAMES

TECHNICAL DETAILS FOR LINKING
(IGNORED FOR EXECUTION)

HEADER”
\

SECTION HEADER TABLE

LINKING (CONNECTING PROGRAM OBJECTS) INFORMATION

LOADING PROCESS

HEXADECIMAL DUMP ASCI DUMP
FIELDS VALUES EXPLANATION
e_ident
EI_MAG Ox7F, "ELF" CONSTANT SIGNATURE
EI_CLASS, EI_DATA  jamwse jemmes 32 BITS, LITTLE-ENDIAN
ALWAYS 1
e_type 28 EXECUTABLE
e_machine 3o INTEL 386 (AND LATER)
7F 45 4C 46 01 01 00 00 00 00 90 88 .ELF............ e version } e ALWAYS 1
02 06 03 00 O1 00 80 00 40 06 00 88 ........ Q... ADDRESS WHERE EXECUTION STARTS
Co 00 60 00 60 06 00 80 34 060 0l 06 28 80 +....... 4.....(. e_phoff Bx46 PROGRAM HEADERS OFFSET
04 88 e_shoff 0xCo SECTION HEADERS OFFSET
e_ehsize 8x34 ELF HEADERS SIZE
SIZE OF A SINGLE PROGRAM HEADER
e_phnum 1 COUNT OF PROGRAM HEADERS
e_shentsize 0x28 SIZE OF A SNGLE SECTION HEADER
e_shnum 4 COUNT OF SECTION HEADERS
................................................................................. INDEX OF THE NAMES' SECTION IN THE TABLE
2 p_type Lrrom THE SEGMENT SHOULD BE LOADED IN MEMORY
0ffset:Bx48/Address: 8x8000048 p_offset 0 OFFSET WHERE IT SHOULD BE READ
01 00 00 00 66 66 6O 60 00 00 06 688 ........ VIRTUAL ADDRESS WHERE [T SHOULD BE LOADED
A0 00 00 08 05 60 00 00 00 88 80 08  ................ p_paddr 0x8000060 PHYSICAL ADDRESS WHERE IT SHOULD BE LOADED
p_filesz 9xAo SIZE ON FILE
SIZE IN MEMORY
p_flags Gl READABLE AND EXECUTABLE
X86 ASSEMBLY EQUIVALENT C CODE
23 mov ecx, 0x80088090"°
mov edx,
1Offset:Bxéla/HcIdress:6)(888!32266 \ mov ebx 1 ggggggggggg
B9 90 00 80 08 ‘BA BB 01 00 60 00 B8 ................ oV eax.
CD 80 ‘BB 01 00 60 00 B8 01 00 08 09 ............ int gxgp™e! >wr'vite(STDOUT_vFILENO, "Hello vJoHd!\n", 1er|("He'I'Iov world!\n"));
CD 88
mov ebx, 17t
mov eax, T
int @x88™" " »exit(1);
0ffset:0x98/Address: 8x8666098 STRIHGS
0ffset:@xAB
00 2E 73 68 73 74 72 74 61 62 08 ..shstrtab. SECTION NAMES
2E 72 6F 64 61 74 61 060 .rodata. .shrtrtab .rodata
90 66 08 00 90 00 00 00 08 00 80 00
00 00 00 00 0O 00 0O 00 60 00 00 00 00 60 00 88 ................ SECTION HEADER TABLE
00 00 00 00 B0 00 0@ 80 [0B 00 00 00 P PO . a e v m N
96 00 08 00 60 00 00 08 2260 80 00| |....°... ..."..| oKX ME T, TS ADDRESS ~ OFFSET  SZE
60 00 00 00 00 90 00 00 6O 0O 0O 0O 08 00 00 08 ................ 1 text 6 A AT Ox8000060 —ox22]
11 60 00 00 02 60 00 00 90 06 08 08 ................ 2 rodata SR Glested () 000090 0x0D
60 60 60 00 @0 @0 @G 6O 6O 60 60 88 ... ............. [ 3* T shrtrtab SR tring apley ) A0 T0x19
00 00 00 @0 00 00 08 00 01 00 00 60 N DU T nmes CSestion
i@@ 00 00 00 00 00 00 00 19 60 60 00: ........
00 00 00 0D 0D PO PO PO 00 0O 00 0P 00 00 00 BB .........enenn.

HEADER 2 MAPPING

THE ELF HEADER IS PARSED

(SECTIONS ARE NOT USED)

3
=
o

p_offset

LOAD Segment = |:

a1

L oxa0

THE FILE IS MAPPED IN MEMORY
THE PROGRAM HEADER IS PARSED  ACCORDING TO ITS SEGMENT(S)

NMirtual Address |

0x00 0x8000000—

3 EXECUTION
ENTRY IS CALLED
SYSCALLS

ARE ACCESSED VIA:

- SYSCALL NUMBER IN THE EAX REGISTER

p_vaddr

0x80000A0——

N 2 oo

- CALLING INTERRUPT 0X80

TRIVIA

THIS IS THE WHOLE FILE, HOWEVER, MOST ELF FILES CONTAIN MANY MORE ELEMENTS.

EXPLANATIONS ARE SMPLIFIED, FOR CONCISENESS.

THE ELF WAS FIRST SPECIFIED BY US.L-AND Ul

FOR UNIX SYSTEM V, IN 1989

THE ELF IS USED, AMONG OTHERS, IN:

- LINUX, ANDROID, "BSD, SOLARIS, BEOS

- PSP, PLAYSTATION 2-4, DREAMCAST, GAMECUBE, WI

- VARIOUS OSES MADE BY SAMSUNG, ERICSSON, NOKIA,

- MCROCONTROLLERS FROM ATMEL, TEXAS INSTRUMENTS

VERSION 1.0C -—
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